Quick Start Guide

ProFace X [TI]

Version: 1.1

Due to regular upgrades of systems and products, ZKTeco could not guarantee exact consistency between the
actual product and the written information in this manual.
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2 Installation Requirements

The installation requirements and indicators associated with temperature detection are given

below:
Specification Standard Value Remark
Operating Indoor, No wind, No direct light, The recommended operating
Environment 16°C to 35°C(60.8°F to 95°F) temperature is 25°C(77°F)
b Dlstancfe " f The recommended distance
( etvveenl ace 30 to 120cm (0.98ft to 3.94ft) s Sl (2
and device)
Measurement This Value is tested ata distance
A +0.3°C(+0.54°F) of 80cm or 2.63ft in 25°C or
ccuracy )
77°F environment.

Notes: The temperature detection data is for reference only, and not for any medical purpose.
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® Installation height: 1.55m

® FOV (field of view) of the thermal
imaging device:50°

® Temperature measurement
distance:0.3mto 1.2m

® Heightof the face adapted for
detection: 1.2mto 2m

Installation Environment:
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3 Device Installation

% Installation on the wall

@ Attach the mounting template sticker to the wall, and drill holes according to the mounting
paper.

@ Fix the back plate on the wall using the wall mounting screws.

® Attach the device to the back plate.

@ Fasten the device to the back plate with a security screw.

1.55m
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+» Installation on the barrier gate

Please pass the wire through the bracket before installation.
@ Drill a hole on the barrier gate, insert the bracket into the hole and fix it with a nut.
@ Adjust the angle of the device.




4 Standalone Installation
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6 Lock Relay Connection

The system supports Normally Opened Lock and Normally Closed Lock.

The NO LOCK (normally unlocked when the power is on) is connected with 'NO" and 'COM' terminals, and
the NC LOCK (normally locked when the power is on) is connected with 'NC"and 'COM' terminals.

Take NC Lock as an example as shown below:

1) Device not sharing power with the lock 2) Device sharing power with the lock
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A Do not reverse the polarity.
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8 Barrier Connection
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10 Power Connection
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® Recommended power supply: 12V - 3A
® To share the power with other devices, use a power supply with higher current ratings.

11 Ethernet Connection

Connect the device and the system over an Ethernet cable. An example is shown below:

[¢]
Do--00J
Bl
=
Default IP Address: 192.168.1.201 IP Address: 192.168.1.130
Subnet mask: 255.255.255.0 Subnet mask: 255.255.255.0

Note: In LAN, IP Addresses of the server (PC) and the device must be in the same network segment
when connecting to the ZKBioSecurity MTD software.

Click [Comm.] > [Ethernet] > [IP Address], input the IP address and click on [OK].



12 User Registration

When there is no Super Administrator set in the device, click = to enter the menu. After setting the
Super Administrator, the system will request for the administrator’s verification before entering the menu.
For security purpose, it is recommended to register a Super Administrator at the first time you use

the device.

Method1: Register on the device

Click = > [User Mgt.] > [New User] to register a new user. The settings include entering the User ID and
Name, registering palmx, face, password and user photo, setting user role and access control role.

2019-05-06 16:06 a8 b} Main Menu ho} User Mgt.

Y oo

User Role COMM. System a All Users

eog o
16 06 Personalize  DataMgt.  Access Control Aftendance
Search
2019-05-06 Monday a
Autotest

System Info

Welcome

. °
.
e °
.
°
b
@
L™ °
b New User o Palm Registration ho} Enroll Face
User ID 3
Name | |
User Role Normal User
Palm 0
Face 0
Password HHAAE
User Photo 0

Access Control Role




Method 2: Register on the ZKBioSecurity MTD Software

Please set the IP Address and Cloud Service Server Address on the device.

1. Click [Access] > [Access Device] > [Device] > [Search Device] to add the device to the software.
When the server address and port are set, it can be added automatically.

STz eal ] No device found? Download Search Tools to Local Disk:
Searched devices count:2
T rogres E@:l el

PAddess| | DeieType| | Serial Number | )
IP Address MAC Address Subnet Mask ~ Gateway Address Serial Number Device Type Set Server Operations
192.168.0.31 2552552550  192.168.0.1 xxxx000000000 | This devi ed
192.168.10.214 255.255.255.0  192.168.1.1 xxxx000000000 [N

Device Name*

e

Add to Level

(]

Clear Data in the Device when Adding

A\ The current systen commu
A [Clear Data in the Device when Adding] will delete data in the device (except event

record), please use with caution!

_ Step 4

Cancel

5

2. Click [Personnel] > [Person] > [New] to register users in the software.
3. Add users to access levels.
4. Click [Access] > [Device] > [Device Control] > [Synchronize All Data to Devices].

For more details, please refer the ZKBioSecurity MTD User Manual.
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Method 3: Register on the phone

Oncethe ZKBioSecurity MTD software is installed, users could enroll their face via browser application on
theirown mobile phone.

1. Click [Personnel] > [Parameters], input "http://Server address:Port” in the QR Code UGL bar. The
software will automatically generate a QR code. Scan the QR code or login onto “http://Server
address:Port/app/v1/adreg”by the mobile phone to register the users.

Jeza | &

Personnel Registration ® Personnel ID Setting
g pesome c “The Maximum Length: 15 ]
- Support Letters: Yes ®No
G Personnel ID Auto-increment: @ Yes iNo
Department Card Setting
Position The Maximum Length: (32 [Bits(@inary)
Gard Format Display: (&) Decimal Hexadecimal
personnel ID Dismissed Personnel Multiple Cards per Person:@ Yes & No
4835 Temporary Personnel Seting
ErEmm/ TS Enable Temporary Personnel Auto-audit: < Yes  ® No.
First Name
Selfservice Registration.
Mike Enable the declaration of health information © Yes O No
QR Code URL: |nito:/Ser P
Last Name
Last Name

Weicome, admin 50 () (©)|

®

P | name

The current query conditions None

C* Refresh fff} Delete

Personnel 1D First Name. Last Name. Mobile Phone Status,

e ﬁ

Create Time Operations.

¥

Card Management

11 S0rows perpage ~  JumpTo 1 DPage  Tolal of O records
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13 Ethernet and Cloud Server Settings

Click = > [Comm.] > [Ethernet] to set the network parameters. If the TCP/IP communication of the
device is successful, the icon _Ervvill be displayed in the upper right corner of the standby interface.
Click = >[Comm.] > [Cloud Server Setting] to set the server address and server port, that is, the IP
address and port number of the server after the software is installed. If the device communicates with
the server successfully, the icon E will be displayed in the upper right corner of the standby interface.

ho} Main Menu ho) Ethernet b} Cloud Server Setting
g G 1P Address 192.168.163.150 Server mode ADMS
UserMgt  UserRole  GOWiijy Subnet Mask 266.265.255.0 { Enable Domain Name Ui
g D Gateway 192.168.163.1 Server Address 0.0.0.0
Personalize Data Mgt.  Access Control ~ Attendance
Search DNS 0.0.0.0 Server port 8081
a TCP COMM. Port 4370 Enable Proxy Server \_
Autotest  System Info DHCP HTTPS
— —
Display in Status Bar O
Note:

When using the ZKBioSecurity MTD software, make sure that the option Enable Domain Name is
disabled and inputthe correct serveraddressand port.

Server Address: Set the IPaddress of the ZKBioSecurity MTD server.

Server Port: Set the service port of ZKBioSecurity MTD (The defaultis 8088).

14 Access Control Settings

Click = > [Access Control] to enter the access control management interface and set the relevant
parameters of access control.

12



p=]

User Mgt.

Main Menu

00 .
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{ontrol  Attendance:
Search

Access Control

Access Control Options

Time Rule setting

Holidays

Combined Verification

Gate Control Mode

Door Lock Delay (s)

Door Sensor Delay (s)

Door Sensor Type

b} Access Control Options

15

None

Verification Mode

Password/Face/Palm

Anti-passback Setup

oeEoBaoBaV

Door available time period 1

Autotest System Info "
Duress Options Normal open time period None
Master Device Out

Auxiliary input configuration

Speaker Alarm

Reset Access Setting

15 Records Query

Click = > [Attendance Search] > [Attendance Record] to open the records query interface, input
the user ID and select the time range, the corresponding attendance logs will be displayed.

Main Menu po) Attendance Search b Personal Record Search

5] Atendance Record

o
g0gog o

Attendance Photo 125 11
User Mgt. User Role COMM. System @ 2 11:25 11:22

Qea

E3 BlockistATT Photo 03-04 Number of Records:04
Personaize  DataMgt.  Access Control

11:29

11:29 11:21

11:28

11:26

03-05 Number of Records:04
11:27

11:27

11:27

11:27

FNNRREN

Autotest  System Info

[SERRRNN
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16 Detection Management Settings

Click = >[System] > [Detection Management] to enter the setting interface.

© You can set the value of High temperature alarm threshold, enable the Temperature over
the range; access denied and the Trigger external alarm. The device will send an alarm prompt

when the temperature of the detected user exceeds this value, meanwhile the user will be denied

access, as showninthefollowing figure. The method of enabling Mask detection is the same.

When the Allow unregistered people to access is enabled, optionally, set Enable capture of
(2} unregistered person to save the temperature data.

Main Menu

0G0

User Mgt. User Role COMM.

Qo0

Personalize Data Mgt.  Access Control AIlendanoe

Ba

System Info

=) System
Date Time

[F] Access Logs setiing

O e

Paim Parameter

Reset

B0 remperature Mgt

Detection Management

po} Detection Management 11

Enable temperature screening with infrared ()

High temperature alarm threshold 37.3°C§

Temperature over the range; access denied O

Temperature deviation correction 0.00
Temp. Unit °c
Temperature measurement distance Far

Display Thermodynamics Figure

Display Body Temperature

Enable mask detection

Deny access without mask

Allow unregistered people to access

Enable capture of unregistered person ()

o Detection Management
Temp. Unit °C
Temperature measurement distance Far
Display Thermodynamics Figure
Display Body Temperature
Enable mask detection
Deny access without mask
Allow unregistered people to access

Enable capture of unregistered person

68666080

Trigger external alarm

Clear external alarm

Exter alarm delay(s) 255

Firmware update

pol 08:50

Normal temperature
Temp.: 36.6°C

Name:Mike
User ID:4835
Verify:Face
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Note:

1. The effective distance for temperature detection is within 1.2m.

2. Recommended for indoor use only.

3.The temperature detection data is for reference only, and not for any medical use.

4. Remove the mask to register the face, and wear the mask to recognize the face. The type of mask,
face area covered by the mask, and bangs will affect the facial recognition effect.

5. Facial verification for masked individuals will increase the FAR(False Acceptance Rate). Palm verification*
for masked individuals is recommended.

Effective distance

Effective distance:

- Temperature: 0.3 to1.2m
- Face:0.3to2.5m

Real-time monitoring on ZKBioSecurity MTD software

Once the ZKBioSecurity MTD software installed, users could perform temperature detection
managementon browser.

1. Please set the IP Address and Cloud Service Server Address on the device and add the device to the
software.

2. Click [Temperature Detection] > [Temperature Management] > [Real-time monitoring] to view all
the eventsincluding Abnormal Temperature, No Masks and Normal Records.

When the Temperature setting has been set, the user data of abnormal body temperature will be
displayed onthe abnormaltemperature information bar automatically.

3. Click [Temperature Management] > [Statistics Panel] to view the analysis of statistical data and the
personnel with normal temperature as shown in the following figure.

15
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2020-05-28 11:03:07

Real-Time Monitoring

® Welcome, admin %} () (@) @ (1)

Name: UnregisterUser
Department: NULL
Temperature: 36.57°C
o o o o Mask Yes
40.1°C 40.1°C 40.1°C 40.1°C
Mask None Mask None Mask None Mask None i i501:30
Name (19961107) | | Name: (19961107) Name: (19961107) Name: (19961107)
Department: null Department: nul Department: null Department: nul
Time: 09:50:48 Time: 09:5048 Time: 09:50:48 Time: 09:50:48 Name: UnregisterUser
\ - Department: NULL
B\, Temperature: 36.57°C
/ Mask: Yes.
Time: 15:01:39
Name: UnregisterUser
None None None None Department: NULL
Temperature: 36.65°C Temperature: 36.65°C Temperature: 36.65°C Temperature: 36.65°C Temperature: 36.57°C
Name: UnregisterUser | | Name: UnregisterUser | | Name: UnregisterUser | | Name: UnregisterUser Mask: Yes
Department: NULL Department: NULL Department.  NULL Department: NULL
i 15:01:39
Time: 14:42:00 Time: 14:42:00 Time: 14:42:00 Time: 14:42:00 me
— \ - 3
® Welcome, admin {5} (OXORO]
Statistics, ViewNormal temperaturePeople
Time Today Personnel ID Department Name Q ®
The current query conditions None The current query conditions None
(" Refresh (+ Refresh
Personnel ID FirstName Department Department Name
Unmeaured body temperature 3 1 Sales
Normal temperature 2 1 Sales
Temperature abnormal
9 Normal temperature M Temporature abnormal
8 Unmeaured body temperature
12 S0rowsperpage - JumpTo 1 /1Page Total of 4 records

For more details, please refer the ZKBioSecurity MTD User Manual.
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17 Palm Enrollment Procedure %

Note:

1. Place your palm within 30-50cm from the device.
2. Place your palm in the palm detection area, such that the palm is placed parallel to the device.
3. Make sure to keep space between your fingers.

17
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